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ABSTRACT
Increasing empirical evidence in recent years has shown that bots or malicious users in a social network play a critical role in the propagation
of false information, while a theoretical modeling of such a problem has been largely ignored. In this paper, applying a simple contagion
model, we study the effect of malicious nodes on the spreading of false information by incorporating the smart nodes who perform better
than normal nodes in discerning false information. The malicious nodes, however, will always repost (or adopt) the false message as long as
they receive it. We show analytically that, for a random distribution of malicious nodes, there is a critical number of malicious nodes above
which the false information could outbreak in a random network. We further study three different distribution strategies of selecting malicious
nodes for false information spreading. We find that malicious nodes that have large degrees, or are tightly connected, can enhance the spread.
However, when they are close to the smart nodes, the spreading of false information can either be promoted or inhibited, depending on the
network structure.
Published under license by AIP Publishing. https://doi.org/10.1063/5.0005105

The spread of false information on online social media poses
a great threat to our society, which has drawn much attention
from researchers recently. Many empirical studies have shown
that the malicious nodes, such as bots or a water army in the
social network, play a crucial role in the propagation of false
information. Nevertheless, a theoretical framework for studying such a problem is still lacking. Here, we apply a newly
proposed information contagion model to study how the malicious nodes may influence the spreading dynamics. We incorporate two kinds of nodes, namely, smart nodes (who will
definitely refuse to repost the false message) and malicious nodes
(who will always repost the false message once they receive it)
into the model. By considering various distribution strategies
for malicious nodes, we show that when they have high degrees
or they are tightly connected, the false information can spread
easily. While they are closer to the smart nodes, the situation becomes complicated, depending on the network structure.
This work may provide valuable insights into how to control
online false information, such as rumors, disinformation,
etc.
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I. INTRODUCTION
With the advent of social media platforms, such as Facebook,
Twitter, Weibo, etc., any piece of information has the potential to
spread to millions of people in a few minutes.1,2 The rapid spread of
information over social networks poses a dilemma: for some valuable information, such as the early warning of an epidemic3–5 or
the advertisement of a new product,6–8 it could bring benefits to
people and thus is encouraged to spread as far as possible. On the
other hand, for some false information, it may cause great loss and
thus should be purged. For example, the spread of a false tweet
that claimed that Barack Obama was injured in an explosion wiped
$130×109 in stock value.2 Another investigation showed that the
false information may slow individuals’ responses during natural
disasters.9
To characterize the information spreading phenomena, many
models have been proposed. One of the most popular models for
information spreading is the SIR (Susceptible–Infected–Recovered)
model,10,11 where individuals in the system are divided into three
classes: susceptible, infected, and recovered. A susceptible agent may
be infected with a certain probability β if it encounters an infected
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agent; in the meantime, an infected agent may have recovered
spontaneously with a recovery rate µ.12 A modified SIR model was
proposed by Daley and Kendall,13 called the DK rumor spreading model, which considers the case that people may lose interest
in spreading the information when they realize other people have
known it. These models are driven by the simple contagion mechanism in which the interactions between two agents are independent.
When it comes to costly or risky information, however, the situation
changes.8,14 In this context, social reinforcement plays a crucial role
in the decision making of an agent: it requires repeated exposure of
an agent to a piece of information, and he/she may adopt or accept
it, known as the complex contagion processes.15–18
However, it is still not very clear which contagion mechanism
is more “appropriate” for the online false information. For example, Törnberg argued that online news or ideas would become more
convincing if more people approved it; thus, the complex rather
than the simple contagions could better characterize the spreading
of online rumors,19 while some other researchers considered that
the simple contagions are suitable for modeling the propagation
of false information in social networks. Tambuscio et al. assumed
that hoaxes are similar to common viruses and proposed an SIS-like
(Susceptible–Infected–Susceptible) model to study the simultaneous diffusion of a hoax and its debunking.20 Ruan et al. proposed
a simple spreading model, which is content-based:21,22 the agent’s
adoption behavior is determined by the information content. Once
a person is exposed to a piece of information, he/she will decide
whether to adopt it or not immediately. The authors argued that
this simple contagion mechanism may be applicable to some online
behaviors such as reposting an article or a message that people are
interested in, especially for novel but false information with low risk
or cost.2 In this case, the reinforced influence from neighbors seems
inessential. In this paper, we mainly focus on such situations and
thus apply the simple contagion model here.21
Besides the contagion mechanism, node types also play a critical role in the information diffusion dynamics. Juul and Porter
explored how antiestablishment nodes (individuals who prefer
something other than the established standard in society) influence
the spreading dynamics of two competing products.23 They found
that even if there is only one product at the beginning, a small
fraction of antiestablishment nodes can cause the other product to
become more popular eventually. Ruan et al. investigated the role
of smart nodes in the spreading of true and false information in
random networks.21 They showed that the smart nodes who are
well educated or have good analytical skills (thus perform better in
discerning false information than normal ones1,24) can lead to the
information filtering. On the other hand, increasing evidence has
shown that, in the propagation of online false information (especially disinformation or rumors, etc.), some malicious nodes in the
social network also play a role.1 For example, Li et al. found a group
of key (malicious) users repeatedly participating in different rumor
cascades, which is responsible for the large cascades of rumors.25
Other empirical studies showed that a considerable number of fake
users/accounts (such as bots or sockpuppets) are involved in the
spreading of false information.26–28 Nevertheless, a theoretical modeling of how the malicious nodes may affect the spreading dynamics
of false information is still lacking, as far as we know. Note that there
are also several recent works focusing on using fake nodes or links
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to disturb the graph data mining algorithms,29–31 and they are of a
totally different perspective from ours.
In this paper, we apply the simple contagion model proposed
in our previous work21 to study the influence of malicious nodes
on the spreading of false information. We assume that there is a
fraction of smart nodes randomly distributed in the network and
then consider two different scenarios for malicious nodes: (i) they
are randomly distributed in the network as well as smart nodes
and (ii) they are distributed strategically. The distribution strategies
are designed by considering (i) the topological structure, in particular, the node degrees; (ii) the relationship between smart nodes
and malicious nodes; and (iii) the internal organization of malicious
nodes themselves. Our results show that both the number of malicious nodes and the distribution configuration are of importance in
the false information spreading dynamics.
The paper is organized as follows. In Sec. II, we present the
model. In Sec. III, we discuss the case of the random distribution of
malicious nodes in the network and study analytically and numerically their impact on the false information propagation. In Sec. IV,
we discuss different distribution strategies of selecting malicious
nodes for information spreading. Finally, we make a conclusion in
Sec. V.
II. MODEL
We consider a network of size N with the average degree
P
z = k kp(k), where p(k) is the degree distribution. Nodes in the
network are classified into three categories [see Fig. 1(a)]: susceptible
(people who do not know the information, denoted by S), adopter
(people who know the information and are willing to send it to
others, denoted by A), and immune (people who receive the information and refuse to share it, denoted by I). A susceptible node
will change its state either to adopter with the probability p or to
an immune state with the probability 1 − p, as long as the number
of its adopter neighbors is greater than 0. Once a susceptible node
becomes adopter or immune, it will stay in the state until the end of
the dynamics. Note that we here adopt a sufficiently simple model
without taking into account the transition from state A to I, which is
usually considered in the earlier rumor spreading models. In some
sense, this model is suitable to describe some online behaviors such
as reposting messages on social websites—once a user reposts a piece
of information, he/she will probably keep it and thus always be in an
adopter state.
We first select a fraction α of the nodes in the network at random as the smart nodes. Next, we choose (randomly or following
some strategies) a fraction β of the nodes as malicious ones. The
left nodes are called normal nodes [see Fig. 1(a)]. Note that different types of nodes have different adopting probabilities for the
false information. Let pn , ps , and pm be the adopting probabilities of
normal nodes, smart nodes, and malicious nodes, respectively. We
assume that ps < pn < pm . Without loss of generality, we set pm = 1
and ps = 0 in this paper, indicating that the malicious (smart) nodes
would certainly adopt (refuse to adopt) the false information as long
as they knew it.
To summarize, the dynamical process proceeds as follows:
(i) Initially, all nodes are assumed to be in state S except one node
(selected randomly) is in state A.
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FIG. 1. (a) Schematic illustration of the model. The circles, squares, and triangles represent the normal, smart, and malicious nodes, respectively. The white, yellow, and
blue colors indicate the susceptible, adopter, and immune state, respectively. (b) Illustration of the state transitions for different types of nodes. A normal susceptible node
would either become adopter with the probability pn or become immune with the probability 1 − pn if there is more than 0 adopter neighbors around it. A smart (malicious)
node would turn into an immune (adopter) state with probability one if the condition is satisfied.

(ii) At each time step, all nodes are updated synchronously—nodes
will change their states according to the states of their neighbors from the previous time step.32,33 Specifically, a susceptible
node will change its state if the number of adopter neighbors is
greater than 0. For different types of nodes, the transition probabilities from one state to another are shown in Fig. 1(b). The
nodes in state A or I will keep their states unchanged.
(iii) The process ends when no more susceptible nodes can be
changed.
III. RANDOM DISTRIBUTION OF MALICIOUS NODES
We first consider the simple case that the malicious nodes are
randomly distributed in a random network with the degree distribution p(k). Let ρ∞ be the fraction of adopters at the steady state.
Applying the mean-field analysis,34 we have the following equation
(see the supplementary material):
X
∞
k
X
ρ∞ = ρ0 + (1 − ρ0 )
p(k)
αps bk,i (ρ∞ )
i=1

k=1

+

k
X

βpm bk,i (ρ∞ ) +

i=1

k
X



(1 − α − β)pn bk,i (ρ∞ ) ,

i=1

(1)

where ρ0 =1/N
 is the fraction of adopters at the initial time and
k i
bk,i (ρ∞ ) =
ρ (1 − ρ∞ )k−i is the probability of a node of the
i ∞
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degree k that has i adopter neighbors at t = ∞. The above equation
can be understood as follows: the probability that a randomly chosen
node is in state A at the steady state comes from two contributions: the probability that the chosen node is in state A at t = 0
(ρ0 ) and the probability that the node is susceptible at t = 0 (1 − ρ0 )
but has at least one adopter neighbor at t = ∞. Considering all the
possible types of the chosen node, the probability that it becomes
Pk
Pk
Pk
adopter is
i=1 (1 − α
i=1 βpm bk,i (ρ∞ ) +
i=1 αps bk,i (ρ∞ ) +
− β)pn bk,i (ρ∞ ). The sum over k in Eq. (1) accounts for all possible
degrees a node may have.
P
By noting that ki=1 bk,i (ρ∞ ) = 1 − (1 − ρ∞ )k , Eq. (1) can be
simplified to
ρ∞ = F(ρ∞ ) ≡ ρ0 + (1 − ρ0 )

∞
X

[1 − (1 − ρ∞ )k ]p(k)

k=1




× αps + βpm + (1 − α − β)pn .

(2)

It is worth noting that we can solve Eq. (2) numerically to obtain
the outbreak size of the false information (see the solid lines in
Fig. 2). Furthermore, we can also determine the condition for the
outbreak of the false information (meaning that ρ∞ > 0 in the limit
of N → ∞) from this equation. Note that ρ∞ = 0 is always a solution to ρ∞ = F(ρ∞ ) (in the case of ρ0 → 0, which is true when
N is infinitely large). To obtain a positive solution, the condition
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FIG. 2. The final fraction of adopters ρ∞ as a
function of β for different values of (a) the average
degree z, with parameters N = 5000, α = 0.1, and
pn = 0.1; (b) fraction of smart nodes α, with parameters
N = 5000, z = 5, and pn = 0.1; and (c) adopting probability
for normal nodes pn , with parameters N = 5000, z = 5, and
α = 0.1. The arrows point to the theoretical values of βc
predicted by Eq. (4), and the solid lines correspond to the
theoretical solutions of Eq. (2) for different values of β.

F0 (ρ∞ )|ρ∞ =0 > 1 should be fulfilled, which leads to
β>

1/z − (1 − α)pn − αps
.
pm − pn

IV. STRATEGIC DISTRIBUTION OF MALICIOUS NODES
(3)

Inserting pm = 1 and ps = 0, we have
β>

1/z − (1 − α)pn
≡ βc .
1 − pn

(4)

Equation (4) shows that, given z, α, and pn , there is a threshold
of the fraction of malicious nodes β, above which the false information can spread throughout the whole network. It is easy to see that
βc is a decreasing function of z but an increasing function of α. The
dependence of βc on pn seems a bit more complicated. By calculating
∂βc /∂pn (and note that βc + α ≤ 1), one can obtain that βc will drop
as pn increases.
To validate the theoretical analysis, we perform extensive simulations of our model. Figure 2(a) illustrates how the final fraction of
adopters ρ∞ varies with the fraction of malicious nodes β for different values of z. We can see that βc decreases as z increases, indicating
that the outbreak of the false information becomes easier. The theoretical values of βc for different values of z are labeled by arrows
as shown in Fig. 2(a), which are very close to the simulation results.
Figure 2(b) shows ρ∞ as a function of β for various values of α. We
see that the larger α corresponds to the larger βc . When there exist
many smart nodes in a network, it is difficult for the false information to spread out. Thus, more malicious nodes are needed to
trigger an outbreak of the information. Figure 2(c) depicts how ρ∞
changes with β for different values of pn . The phenomenon is consistent with the theoretical prediction: βc rises as pn decreases. Note
that the decrease in pn means that the normal nodes become smarter
(by mass education, for instance), which may hinder the spreading
of false information. Therefore, only when more malicious nodes
are introduced, the system could be possibly invaded by the false
information.
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In reality, malicious nodes are generally introduced intentionally (not at random) into the social network to spread the rumors.
For example, Subrahmanian et al. found that in a Twitter network,
some bot accounts are close to each other and appear as groups.35
Li et al. showed that those repetitive rumor spreaders (malicious
nodes) in a Weibo social network tend to form an intensive collaboration network from multiple rumor cascades.25 In this section,
we perform extensive simulations to investigate the effects of three
different distribution strategies of selecting malicious nodes on the
spreading of false information.
A. Degree-based distribution strategy
We first sort all non-smart nodes in an ascending order
according to their degrees and thus obtain a node sequence
{v1 , v2 , . . . , v(1−α)N }. Then, we choose continuously βN nodes from
the sequence as the malicious ones. For example, we can select
the following set of nodes M = {vs , vs+1 , . . . , vs+βN−1 } (with 1 ≤ s ≤
(1 − α − β)N + 1) as malicious
P nodes. The average degree of the
1
malicious nodes is hkm i = βN
v∈M kv , where kv denotes the degree
of the node v. By shifting s, we can get different sets of malicious
nodes with various average degree hkm i.
B. Distance-based distribution strategy
We define the “effective distance” of a non-smart node v to all
smart nodes as
1 X 1
,
(5)
Cv =
αN u∈S d2vu
where dvu denotes the shortest distance between the node v and
u and S is the set of smart nodes. The larger Cv indicates that
v is “closer” to the smart nodes on an average. According to the
values of Cv , we sort all non-smart nodes in an ascending order
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FIG. 3. Schematic illustration of the tightness-based distribution strategy. (a) λ = 0,
(b) λ = 0.5, and (c) λ = 1. Note that
λ = 0 means that malicious nodes are
more likely to be isolated from each other,
and λ = 1 indicates that they may form a
connected “vulnerable” cluster.

and choose continuously βN nodes from the sorted sequence as
malicious nodes, denoted by M = {vs , vs+1 , . . . , vs+βN−1 }. The average effective
distance of malicious nodes to smart nodes is hCm i
P
1
= βN
v∈M Cv . By shifting s, we can get different sets of malicious
nodes with various hCm i.
C. Tightness-based distribution strategy
We define the tightness of malicious nodes as the relative
number of links between them,
X
2
Tm =
av v ,
(6)
βN(βN − 1) v ,v ∈M i j
i j

where M is the set of malicious nodes; avi vj is the element of the adjacency matrix of the underlying network, i.e., avi vj = 1, if vi and vj are
connected; and avi vj = 0, otherwise. We introduce a parameter λ to
control the tightness of the malicious nodes. The specific algorithm
of selecting malicious nodes is as follows: at the beginning, we randomly choose a non-smart node as the first malicious node and put
it in an empty set M. At each time step, we select two candidate nodes
imax and jmin from the normal nodes, with the node imax (jmin ) as the
maximal (minimal) links connected to the elements in the set M.
Then, we choose the node imax with the probability λ or the node
jmin with the probability 1 − λ as the next malicious node. Repeat the
above process until all the βN malicious nodes are selected. Figure 3
illustrates the selecting results for different values of λ. We see that
as λ increases, the malicious nodes become more “tight.”
Figure 4(a) shows how the final fraction of adopters ρ∞ changes
with hkm i on Erdős-Rényi (ER) networks, in which each pair of
nodes is connected with a certain probability. It can be seen that
as hkm i increases, ρ∞ rises for various values of an average degree
of the underlying network. The result indicates that the malicious
nodes with higher degrees may promote the spread of false information. This can be further validated on BA networks, where the
degree distribution follows a power-law form p(k) ∼ k−3 . Since the
hubs have a large number of connections with other nodes, selecting
them as malicious nodes makes the false information spread easily,
resulting in a more pronounced increase in the number of adopters
in BA networks than that in ER networks [see Fig. 4(b)].
The influence of the distance between malicious nodes and
smart nodes on the spreading of false information is more complicated. Figure 5 shows ρ∞ as a function of hCm i on three different
kinds of networks: random regular networks (each node has the
same degree), ER networks, and BA networks. It can be seen that
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on regular networks, the final fraction of adopters decreases as hCm i
increases, indicating that if the malicious nodes are close to the
smart nodes, it is difficult for the false information to spread out.
The reason is straightforward: once the malicious nodes repost a
piece of false information, the smart nodes could stop it spreading immediately. However, the phenomena observed from ER and
BA networks are opposite—ρ∞ rises as hCm i increases. It is worth
noticing that, for networks with larger degree heterogeneities, the
variation range in hCm i seems larger (this is because if the malicious
nodes occupy the hubs, the average distance between malicious
nodes and smart nodes can be efficiently shortened), resulting in
more notable changes in the final fraction of adopters. Nevertheless,
the effect is limited—even for the BA network, the change in ρ∞ is
less than 15% [see Fig. 5(c)].
To better understand how the network structures may affect the
spreading dynamics, we start from the random regular network and
rewire the links with the probability q. Rewiring is implemented by
replacing a link (i, j) with (i, k), where k is uniformly chosen at random (i, j, k denote three different nodes in the network). Raising the

0

FIG. 4. The final fraction of adopters ρ∞ as a function of hkm i in (a) ER networks
and (b) BA networks. The red, blue, green, and black colors correspond to the
average degree of the underlying network z = 4, 6, 8, and 10, respectively. In
the simulation, the parameters are chosen as N = 5000, α = 0.1, β = 0.1, and
pn = 0.2.
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FIG. 5. The final fraction of adopters ρ∞ as a function of hCm i in (a) a random
regular network, (b) an ER network, and (c) a BA network. In the simulation, the
parameters are chosen as N = 5000, z = 6, α = 0.1, β = 0.1, and pn = 0.3.

FIG. 7. The final fraction of adopters ρ∞ as a function of Tm in a ER network
(blue color) and a BA network (red color). In the simulation, the parameters are
chosen as N = 5000, z = 6, α = 0.1, β = 0.1, and pn = 0.2.

value of q may increase the heterogeneity of the underlying network.
Figure 6 illustrates ρ∞ as a function of hCm i for different values
of q. We find that when q is small, ρ∞ decreases with hCm i (note
that q = 0 corresponds to the random regular networks). While
q increases, i.e., the network becomes more heterogeneous, the situation changes. In this case, ρ∞ is an increasing function of hCm i.
The reason is that, in a heterogeneous network, nodes with large
degrees are generally more closer to the smart nodes, corresponding
to larger values of Cv . Thus, selecting these nodes as malicious ones
on one hand may inhibit the false information spreading due to the
timely blockage from the smart nodes and on the other hand may

facilitate the spreading process due to the large number of connections to other normal nodes. This explains the reversal phenomenon
observed in Fig. 6.
Finally, we investigate how the tightness of malicious nodes
may impact the information propagation. We first focus on the random regular networks. As shown in Fig. 7 (see the red circles), ρ∞
rises gradually as Tm increases until in a range of large values of Tm ,
then ρ∞ saturates. The connected malicious nodes may form a “vulnerable” cluster, acting as an “intensifier” for the false information.
Once any of the malicious nodes adopts, the false information will
percolate through the cluster (all the other nodes in the cluster will
turn into an adopter state with probability 1) and further exert influence (forwarding the false information) on the normal neighbors
immediately adjacent to it. Note that the size of the connected cluster
composed of malicious nodes increases with Tm . Correspondingly,
the number of normal nodes that can be directly influenced by
the connected malicious cluster also increases, leading to a possible widespread of the false information. In the ER and BA networks,
the heterogeneity in node degrees can further enhance the spreading
of the false information (see the black squares and green triangles in
Fig. 7). The part reason is that the large-degree nodes are more likely
to be selected as malicious ones for large Tm (or large λ, refer to the
tightness-based selecting strategy).
What needs to be emphasized here is that, given the number of
malicious nodes, the overall effects of the distribution strategies are
quantitatively small (changes in the final fraction of adopters < 20%,
as shown in Figs. 4–7), and there are no qualitative changes (such
as phase transitions shown in Fig. 2) in dynamical behavior. Since
the number of malicious nodes plays a dominant role in our model
(see Sec. IV), the strategic distribution of them seems like some
fine-tuning. Even so, the strategies studied here may still be valuable in real cases by considering that many real social networks are
extremely large. For example, the WeChat social network in China
consists of billions of users; thus, even 1% of them is a huge number

FIG. 6. The final fraction of adopters ρ∞ as a function of hCm i for various values
of q. In the simulation, the parameters are chosen as N = 5000, z = 6, α = 0.1,
β = 0.1, and pn = 0.3.
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(it would be a severe situation that millions of people are affected by
a piece of false information, for example). In this sense, our model is
potentially useful in the empirical studies and applications.
V. CONCLUSION
In summary, we have investigated the influence of malicious
nodes on the spreading of false information in this paper. We generalized the simple contagion model in our previous work21 by
incorporating the malicious nodes, which will immediately turn into
an adopter state with probability 1 as long as they are exposed to the
false information. For the random distribution of malicious nodes,
we have shown analytically that there is a threshold of the fraction β of malicious nodes for the outbreak of the false information.
We further studied the effects of three different distribution strategies of malicious nodes (namely, degree-based, distance-based, and
tightness-based distribution strategy) on the information propagation processes. We found that selecting nodes with large degrees
as malicious nodes can significantly promote the false information
spreading. The distance between malicious nodes and smart nodes,
however, plays a more complicated role. For random regular networks, being close to smart nodes hinders the spread due to the
effective blockage of smart nodes on the false information. While
introducing the heterogeneity in node degrees, decreasing the average distance may on the other hand facilitate the spread since nodes
with large degrees are more inclined to be selected as malicious ones.
Finally, we demonstrated that increasing the tightness of malicious
nodes may also enhance the spreading of false information. Our
results may provide useful insights into the understanding of online
information spreading in reality.
SUPPLEMENTARY MATERIAL
See the supplementary material for the comparison of the synchronous and asynchronous updating rule and a short derivation of
the mean-field equation, i.e., Eq. (1) in the paper.
ACKNOWLEDGMENTS
The authors would like to thank all the members in the
IVSN Research Group, Zhejiang University of Technology, for
their valuable discussions about the ideas and technical details presented in this paper. This work was partially supported by the
National Natural Science Foundation of China (NNSFC) under
Grant Nos. 11605154, 61973273, and 71972164 and by the Zhejiang
Provincial Natural Science Foundation of China under Grant No.
LR19F030001.
DATA AVAILABILITY
The data that support the findings of this study are available
within the article.
REFERENCES
1
S. Kumar and N. Shah, “False information on web and social media: A survey,”
arXiv:1804.08559 (2018).
2
S. Vosoughi, D. Roy, and S. Aral, “The spread of true and false news online,”
Science 359, 1146–1151 (2018).

Chaos 30, 083101 (2020); doi: 10.1063/5.0005105
Published under license by AIP Publishing.

ARTICLE

scitation.org/journal/cha

3
S. Funk, E. Gilad, C. Watkins, and V. A. A. Jansen, “The spread of awareness and
its impact on epidemic outbreaks,” Proc. Natl. Acad. Sci. U.S.A. 106, 6872 (2009).
4
Q. Wu, X. Fu, M. Small, and X. Xu, “The impact of awareness on epidemic
spreading in networks,” Chaos 22, 013101 (2012).
5
Z. Ruan, M. Tang, and Z. Liu, “Epidemic spreading with information-driven
vaccination,” Phys. Rev. E 86, 036117 (2012).
6
E. M. Rogers, Diffusion of Innovations (Free Press, New York, 2003).
7
M. Karsai, G. Iñiguez, K. Kaski, and J. Kertész, “Complex contagion process in
spreading of online innovation,” J. R. Soc. Interface 11, 20140694 (2014).
8
G. Iñiguez, Z. Ruan, K. Kaski, J. Kertész, and M. Karsai, “Service adoption
spreading in online social networks,” in Complex Spreading Phenomena in Social
Systems (Springer, Cham, 2018), pp. 151–175.
9
A. Gupta, H. Lamba, P. Kumaraguru, and A. Joshi, “Faking Sandy: Characterizing and identifying fake images on Twitter during Hurricane Sandy,” in Proceedings of the 22nd International Conference on World Wide Web (Association for
Computing Machinery, 2010), pp. 729–736.
10
Y. Moreno, R. Pastor-Satorras, and A. Vespignani, “Epidemic outbreaks in
complex heterogeneous networks,” Eur. Phys. J. B 26, 521 (2002).
11
J. Zhou, Z. Liu, and B. Li, “Influence of network structure on rumor propagation,” Phys. Lett. A 368, 458 (2007).
12
Z. Ruan, P. Hui, H. Lin, and Z. Liu, “Risks of an epidemic in a two-layered
railway-local area traveling network,” Eur. Phys. J. B 86, 13 (2013).
13
D. J. Daley and D. G. Kendall, “Stochastic rumours,” J. Inst. Math. Appl. 1, 42
(1965).
14
X. Wang, Y. Lan, and J. Xiao, “Anomalous structure and dynamics in news diffusion among heterogeneous individuals,” Nat. Hum. Behav. 3, 709–718 (2019).
15
D. J. Watts, “A simple model of global cascades on random networks,” Proc.
Natl. Acad. Sci. U.S.A. 99, 5766 (2002).
16
Z. Ruan, G. Iñiguez, M. Karsai, and J. Kertész, “Kinetics of social contagion,”
Phys. Rev. Lett. 115, 218702 (2015).
17
Z. Ruan et al., “Effect of indirect social ties on cascading diffusion of information,” in Proceedings of International Workshop on Complex Systems and Networks
(IWCSN) (IEEE, 2017), pp. 96–101.
18
W. Huang, L. Zhang, X. Xu, and X. Fu, “Contagion on complex networks with
persuasion,” Sci. Rep. 6, 23766 (2016).
19
P. Törnberg, “Echo chambers and viral misinformation: Modeling fake news as
complex contagion,” PLoS One 13, e02030958 (2018).
20
M. Tambuscio et al., “Fact-checking effect on viral hoaxes: A model of misinformation spread in social networks,” in Proceedings of the 24th International
Conference on World Wide Web (Association for Computing Machinery, 2015),
pp. 977–982.
21
Z. Ruan, J. Wang, Q. Xuan, C. Fu, and G. Chen, “Information filtering by smart
nodes in random networks,” Phys. Rev. E 98, 022308 (2018).
22
Q. Xuan, X. Shu, Z. Ruan, J. Wang, C. Fu, and G. Chen, “A self-learning
information diffusion model for smart social networks,” arXiv:1811.04362
(2018).
23
J. S. Juul and M. A. Porter, “Hipsters on networks: How a minority group of
individuals can lead to an antiestablishment majority,” Phys. Rev. E 99, 022313
(2019).
24
H. Allcott and M. Gentzkow, “Social media and fake news in the 2016 election,”
J. Econ. Perspect. 31, 211–236 (2017).
25
D. Li et al., “Repetitive users network emerges from multiple rumor cascades,”
arXiv:1804.05711 (2018).
26
C. Shao et al., “The spread of low-credibility content by social bots,” Nat.
Commun. 9, 4787 (2018).
27
M. Stella, E. Ferrara, and M. De Domenico, “Bots increase exposure to negative
and inflammatory content in online social systems,” Proc. Natl. Acad. Sci. U.S.A.
115, 12435 (2018).
28
I. Pozzana and E. Ferrara, “Measuring bot and human behavioral dynamics,”
arXiv:1802.04286 (2018).
29
J. Chen et al., “GA-based Q-attack on community detection,” IEEE Trans.
Comput. Soc. Syst. 6, 491–503 (2019).
30
S. Yu et al., “Target defense against link-prediction-based attacks via evolutionary perturbations,” arXiv:1809.05912 (2018).
31
X. Wang et al., “Attack graph convolutional networks by adding fake nodes,”
arXiv:1810.10751 (2018).

30, 083101-7

Chaos

32

M. A. Porter and J. P. Gleeson, Dynamical Systems on Networks, Frontiers in
Applied Dynamical Systems: Reviews and Tutorials Vol. 4 (Springer, 2016).
33
The asymptotic results will not be affected if using the asynchronous updating
rule, where a single randomly selected node is updated in every time step; see the
supplementary material.

Chaos 30, 083101 (2020); doi: 10.1063/5.0005105
Published under license by AIP Publishing.

ARTICLE

scitation.org/journal/cha

34
J. P. Gleeson and M. A. Porter, “Message-passing methods for complex contagions,” in Complex Spreading Phenomena in Social Systems (Springer, Cham,
2018), pp. 81–95.
35
V. S. Subrahmanian et al., “The DARPA Twitter bot challenge,” IEEE Comput.
49, 38–46 (2016).

30, 083101-8

