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Abstract—Deep neural networks are becoming increasingly
popular. However, they are also vulnerable to adversarial attacks.
The existing attack methods include white-box attack and black-
box attack. The white-box attack assumes full model knowledge
while the black-box one assumes none. In this brief, we propose
a novel attack method between these two. Specifically, we have
made the following contributions: (1) we propose the gray-box
attack, which utilizes the side-channel attack to predict the model
structure based on a pre-trained classifier and (2) we validate
our method on real-world experiments. The experimental results
show that our gray-box attack can significantly outperform the
existing techniques.

Index Terms—Deep neural network, side-channel attack,
adversarial attack.

I. INTRODUCTION

DEEP neural networks (DNNs) are widely used in many
areas, such as image classification, object detection, and

natural language processing [1]–[6] etc. DNNs can achieve
unprecedented performance and even surpass human counter-
parts. However, the security problems beneath those technolo-
gies are becoming more serious. To validate and defend against
those threats, we present a side-channel based adversarial
attack in this brief.

DNNs can be vulnerable. By applying an imperceptible per-
turbation, DNNs can easily be misled and hence, misclassify.
This causes great security concerns for modern artificial intelli-
gence (AI). The existing adversarial attacks include white-box
attack [7], [8] and black-box attack [9]–[11], respectively.
White-box attack requires the complete knowledge of the tar-
get model, including parameter values, network structure, and
training dataset, etc. Unlike white-box attack, black-box attack
assumes that the target model is unknown. Naturally, white-
box attack is more effective and easier to implement. However,
in real-world applications, most AI devices are considered as
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black-box. In general, black-box attack is less effective but
more feasible.

Side-channel attack (SCA) [12] is a widely used tool
to derive internal knowledge via hardware. SCA uses side-
channel information leakage, such as time consumption, power
consumption, and electromagnetic radiation, etc. However, this
method cannot reveal some of the critical parameters, such as
neuron weights, loss functions, and training sets, etc. Thus, we
take advantage of the partial structure knowledge and design
an SCA-based adversarial attack strategy.

In general, this brief presents a gray-box attack based
adversarial examples generation method, where adversarial
examples refer to distorted samples which can undermine
the performances of target model [13]. It is more practical
than white-box and superior to the black-box model. First,
we employ the SCA-based attack to derive the basic network
structure of the target model. Then, the derived network struc-
ture is used to train the substitute model. Finally, we use the
trained substitute parameters to create adversarial examples,
which can mislead the target model.

The rest of this brief is organized as follows. Section II
introduces the related works. Section III describes the SCA-
based method, Jacobian-based dataset augmentation, and the
fast gradient sign method (FGSM). Section IV discusses the
details of our method. Section V presents the experimental
results. Section VI concludes the work.

II. RELATED WORK

The related works can be categorized into three parts,
which are adversarial attacks, SCA, and DNN frameworks,
respectively.

A. Adversarial Attacks

The security problem of DNNs is important [14].
Szegedy et al. [13] demonstrate the concept of adver-
sarial perturbations for DNNs. By applying an imper-
ceptible perturbation, The DNNs may misclassify images.
Goodfellow et al. [15] propose the FGSM algorithm, which
is based on the assumption that linear behavior in high-
dimensional space causes neural networks susceptible to
adversarial perturbation. Moosavi-Dezfooli et al. [8] propose
the DeepFool algorithm to compute perturbations by assuming
decision boundaries to be linear. Papernot et al. [7] propose
a Jacobian-based saliency map attack algorithm. Unlike the
existing methods, they generate adversarial samples by con-
structing a mapping from input perturbations to output varia-
tions. However, adversarial saliency maps require significant
amount of computing time.
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Many black-box attacks that require no internal knowledge
are also proposed. Cisse et al. [10] propose Houdini, the first
technique to compromise any gradient-based machine learn-
ing algorithms by generating adversarial examples tailored for
the task loss. Su et al. [9] utilize differential evolution algo-
rithms to generate adversarial examples. Only one pixel in
the image is changed. Papernot et al. [11] perform real-world
black-box attack. They employ Jacobian-based dataset aug-
mentation algorithm to train the substitute model, which has
decision boundaries similar to those of the target model.

B. Side-Channel Attacks

SCA is an effective tool in the cryptography field. It mainly
includes timing attack [16], power-analysis attack [17], and
electromagnetic attack [18], etc. Kasper et al. [19] use homolo-
gous offset to collect the energy information of radio frequency
identification devices. Barenghi et al. [20] implement a low-
voltage attack of advanced encryption standard and asymmet-
ric encryption algorithms in Linux systems. Hojjati et al. [21]
collect and reproduce the actions of the 3D printer and other
devices located nearby using the accelerometer, magnetometer,
and other devices in smart phones.

C. DNN Frameworks

There are several popular and widely used DNN frame-
works. For example, Alexnet [22] is considered as the forerun-
ner of deep learning; VGGNet [23] uses smaller convolution
kernel; and ResNet [24] proposes skip-connection, etc. We
validate our technique on mainstream frameworks.

III. PRELIMINARIES

In this section we introduce the basic underlying theories
for our technique.

A. Gray-Box Model

Leaking the structure information, even without specific
parameter values, can be dangerous for DNNs. The power-
based SCA technique can be used to derive the internal
structure of DNNs. It contains more information than black-
box attack, but less than white-box one. Specifically, the power
consumption for the convolution layer Pconv(.), pooling layer
Ppl(.), fully-connected layer Pfc(.), and activation function
layer Pac(.) can be defined using the following equations.

Pconv(C, L, W, S, N, F) = pmLWNCF2

S2
+ paLWNCF2

S2
, (1)

Ppl(C, L, W, S, F) = pcCLWF2

S2
, (2)

Pac(C, L, W) = pacαCLW, (3)

Pfc(X, Y) = pmXY + paXY, (4)

where pm, pa, pc, and pac are the power consumed by
multiplication, addition, comparison, and activation function,
respectively; C × L × W is the input size; F × F is the filter
kernel size; S is the filter stride; N is the number of filters;
X is the number of neurons at the first fully-connected layer;
and Y is the number of output neurons.

It is observed that different DNN models consume varying
power due to their different structures. Therefore, the model
structure can be identified based on power traces. This can be
implemented using appropriate machine learning algorithms.
Note that the power consumption varies for different platforms.
However, in this brief we assume that the attacker can have
access to the targeting hardware device, which is true for many
applications. Therefore, the power profile can be created for
each type of device.

B. Black-Box Attack

For black-box attack, we can train a substitute model with
a decision boundary similar to that of the target model. Then
we utilize the substitute model to create adversarial examples.
In that way, the target model can be misled. To perform the
black-box attack, a small number of representative images are
collected first. Then we select the substitute model structure
with the highest attack success rate. Finally, the target model
is used to obtain the prediction label and train the substitute
model.

Jacobian-based dataset augmentation method is typically
used to expand the training set. It is implemented as follows.

Sρ+1 = {x + λ · sign(JF[O(x)] : x ∈ Sρ} ∪ Sρ, (5)

where x is the original image, Sρ is the current training set,
Sρ+1 is the new training set, JF[.] is the jacobian matrix of the
substitute model, O(x) is the prediction label of the training
example, sign(.) is the sign function, and λ ∈ (0,1] is a tuning
parameter.

C. Fast Gradient Sign Method

Adversarial examples include the original image and the
corresponding perturbations. It can be defined as x +η, where
η is the perturbation. The FGSM model [15] is a widely
used adversarial examples generating method. It derives an
optimal max-norm constrained perturbation using the follow-
ing equation.

η=ε · sign(∇xJ(θ, x, y)), (6)

where θ is the parameter of model, y is the target label of the
adversarial example, J(θ, x, y) is the cost function, and ε ∈
(0,1] is a scalar.

IV. GRAY-BOX BASED ADVERSARIAL EXAMPLES

GENERATION

In this section, we introduce our side-channel based gray-
box attack method. First, we introduce the underlying assump-
tion of the gray-box attack, which is shown in Figure 1. Then
we describe the proposed algorithm in detail.

A. Network Structure Derivation

To perform the white-box attack, the whole internal AI
information, including network structure, model parameters,
training methods, and training data etc., is required. However,
in real-world applications, AI devices are mostly black-box
devices. Therefore, we rely upon the SCA to derive the
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Fig. 1. The flowchart of gray-box attack algorithm. (a) Obtain the network structure of the target model. (b) Train a substitute model. (c) Create adversarial
examples.

Algorithm 1 Estimation of the Target Model Network
Structure
Input:

voltage U = [u1, u2, ..., un], current I = [i1, i2, ..., in], the
trained classifier D.

Output:
the label y of network structure.

1: Calculate the power data: P = UI = [p1, p2, ..., pn].
2: Calculate the power features:

pmean = 1
n

∑n
i=1 pi,

pmedian = sort(P)[n/2],

pstd =
√∑n

i=1(pi−pmean)2

n .
3: Feed the power features into the trained classifier D to

obtain a prediction label y.
4: return y.

network structures and thus, convert the black-box attack to
the gray-box one.

In practice, AI developers usually design their models
based on the existing, pre-trained, and publicly available
architectures. Then the models are fine-tuned based on their
own training sets. Therefore, by carefully analyzing the
device power features, it is possible to reveal the actual
model architecture. Thus, we use the side-channel based
method to derive the architecture of the models. Note that
the parameters and weights information are still assumed
unknown.

Without loss of generality, we run the public models on the
Raspberry Pi platform and collect the power traces. Then we
calculate the features such as mean, median, and standard devi-
ation, etc. Thus, we derive a power dataset of various models.
This is later labeled and used as the training set. During the
testing phase, the target model is also run on the Raspberry
Pi platform. Then we use the trained classifier to predict the
detailed architecture of the running model. In that way, we
derive the specific network architecture for the gray-box attack.
The specific process is shown in Algorithm 1. For each model,
there are one hundred input power traces. n equals 24. Note
that n is not the number of inputs. It means that we create one
input sample for every 24 measurements.

Algorithm 2 Substitute Model Training
Input:

the target model O, initial training set S0, substitute model
structure F, parameter λ, the number of training substitute
model epochs e.

Output:
the parameters of substitute model θF .
for ρ ∈ 0, 1, 2, ..., e − 1 do

Use the target model O to get the label O(x), x ∈ Sρ ;
Train the substitute model on the training set Sρ and get
the substitute model parameter θF;
Obtain a new training set Sρ+1: Sρ+1 = {x + λ ·
sign(JF[O(x)]):x ∈ Sρ} ∪ Sρ .

end for
return θF

B. Substitute Model Training

Using SCA, we can derive the network structure of the tar-
get model. However, to perform the precise white-box attack,
we also need the parameter values, which cannot be derived
through SCA. Therefore, to generate the adversarial examples,
a substitute model is required. To train the substitute model, we
assume the same network structure as the target model. Thus,
the performance of the substitute model can be significantly
improved compared with the black-box attack.

During the process of generating the substitute model,
the specific parameters, i.e., weights and biases, are derived.
First we apply the Jacobian-based dataset augmentation algo-
rithm [11]. It can reduce the number of model access by orders
of magnitude. Then we train the substitute model with the
help of the target device. The pseudo code of the training pro-
cess is shown in Algorithm 2. Based on the application of
the target model, we first create the training set by randomly
selecting 150 samples from the dataset. Note that our system
is based on the black-box attack model, which assumes no
prior knowledge about the training set of the target model.
Therefore, this training set is not required to be identical to
that of the target model. Then the target device is used to
generate labels for the training set. The training set samples
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Fig. 2. The flowchart of creating adversarial examples using FGSM.

are fed into the target device in sequence and the correspond-
ing labels can be derived. Thus, by combining the training set
and the prediction labels, we can train a substitute model with
the identical network architecture of the target model. Based
on equation (5), we can derive a new and expanded dataset,
which is used to train the substitute model.

C. Adversarial Examples Creating

After the substitute model is derived, we proceed to generate
the adversarial examples. Without loss of generality, we use
the FGSM model [15]. The flowchart of generating adversarial
examples is shown in Figure 2. The added perturbation can
be calculated as follows.

ηg = ε · sign(∇xJ(θg, x, y)), (7)

where ε is the input parameter which controls the magnitude
of disturbance, ηg is the perturbation of substitute model, θg
is the parameter of the substitute model, and J(θg, x, y) is the
cost function. Thus, by generating the adversarial examples,
we complete our gray-box attack.

In general, our gray-box attack uses the parameters of the
substitute model to create adversarial examples and calculate
the perturbation based on equation (7). Since the gray-box
attack utilizes more internal information than the black-box
one, the decision boundary of the trained gray-box substitute
model is closer to the target model. Therefore, it is more effec-
tive than the black-box attack and meanwhile more realistic
than the white-box attack.

V. EXPERIMENTAL RESULTS

In this section we present the experimental results which
validate our technique.

A. Experimental Setup

We design our experiments based on the MNIST_fashion
dataset. During the experiment, we utilize five popular
networks, which are InceptionV3, Alexnet, MobilenetV1,
MobilenetV2, and Resnet, respectively. Those networks are
the attack targets. They are pre-optimized and the classifica-
tion accuracies are all above 95%. The details of these models
are shown in Table 1. The dataset size is 19,050; the learning
algorithm is Adam; the number of epochs is 50; the learn-
ing rate is 0.001; and the batch size is 50. We evaluate the
performance on a machine with an NVIDIA RTX 2060 GPU.

TABLE I
NETWORK FRAMEWORK STRUCTURE

Fig. 3. Classification results of five networks by SVM.

B. Side-Channel Based Attack

To reveal the internal structure of the networks, we set
up an experiment platform including a Raspberry Pi device
and a data acquisition card. The five testing networks are run
on the platform separately. Same group of pictures are fed
into the networks. The average, median, and variance of the
power consumption are calculated. Then we use the support
vector machine (SVM) method with the radial basis function
kernel to classify the specific networks. As shown in Figure 3,
the average classification accuracy is 90.8%. The variations
of power traces between different network architectures are
significant. We have also tried other classification methods,
such as random forest, k-nearest neighbors, and decision tree.
The classification accuracies are all above 90%. Note that
we are describing a general method that can be easily mod-
ified to work across many platforms. For example, we have
performed similar experiments on Jetson Nano and RK3399
pro platforms. The classification accuracies reach 94.7% and
91.8%, respectively. There are many more architectures in
the real-world applications. However, the main purpose of
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Fig. 4. The attack success rate with varying attack intensities.

this brief is to validate that the combination of side-channel
attacks and adversarial attacks is feasible and can have signif-
icant impacts on the classification performance. Moreover, it
is easy to expand our technique to other DNNs. Therefore, we
consider the current experimenting architectures sufficient.

C. Attack Comparison

The gray-box attack uses FGSM to generate the adversar-
ial examples. The input is the MNIST_fashion testing set and
the output is the adversarial examples. The image distortion
is almost imperceptible when we set the perturbation coeffi-
cient to be 0.1. To evaluate the method, we implement the
corresponding white-box and black-box attacks. The white-
box attack uses FGSM with identical network structures and
parameters, while the black-box attack assumes a substitute
network containing two convolutional layers and three fully-
connected layers. Figure 4 shows the experimental results,
where ε indicates attack strength and y-coordinate indicates
the attack success rate, i.e., the probability of sample mis-
classification. In general, the gray-box attack significantly
outperforms the black-box ones.

Note that exhaustive search is generally unfeasible. In real-
world applications, there can be more possible architectures.
For each candidate architecture, the algorithm requires to run
the whole process of adversarial and side-channel attacks,
which can be quite time and resource consuming. Moreover,
certain more complicated attacks, e.g., the memory and bus
communication attacks, rely upon the exact derivation of the
architectures.

VI. CONCLUSION

This brief addresses the topic of attack methods for DNNs.
Especially, based on the SCA strategy, we propose a simple
and efficient gray-box attack method. The proposed method is

more practical than white-box attack and more effective than
black-box attack. For the future work, we shall consider more
diverse DNN architectures.

REFERENCES

[1] Y. LeCun, Y. Bengio, and G. Hinton, “Deep learning,” Nature, vol. 521,
no. 7553, pp. 436–444, 2015.

[2] Y. Liu, C. Yang, Z. Gao, and Y. Yao, “Ensemble deep kernel learn-
ing with application to quality prediction in industrial polymeriza-
tion processes,” Chemometr. Intell. Lab. Syst., vol. 174, pp. 15–21,
Mar. 2018.

[3] Y. Liu, K. Liu, J. Yang, and Y. Yao, “Spatial-neighborhood manifold
learning for nondestructive testing of defects in polymer composites,”
IEEE Trans. Ind. Informat., vol. 16, no. 7, pp. 4639–4649, Jul. 2020.

[4] Q. Xuan, Z. Chen, Y. Liu, H. Huang, G. Bao, and D. Zhang, “Multiview
generative adversarial network and its application in pearl classification,”
IEEE Trans. Ind. Electron., vol. 66, no. 10, pp. 8244–8252, Oct. 2019.

[5] K. Liu, Y. Li, J. Yang, Y. Liu, and Y. Yao, “Generative prin-
cipal component thermography for enhanced defect detection and
analysis,” IEEE Trans. Instrum. Meas., early access, May 6, 2020,
doi: 10.1109/TIM.2020.2992873.

[6] M. Badar, M. Haris, and A. Fatima, “Application of deep learning for
retinal image analysis: A review,” Comput. Sci. Rev., vol. 35, Feb. 2020,
Art. no. 100203.

[7] N. Papernot, P. McDaniel, S. Jha, M. Fredrikson, Z. B. Celik, and
A. Swami, “The limitations of deep learning in adversarial settings,” in
Proc. IEEE Eur. Symp. Security Privacy (EuroS&P), 2016, pp. 372–387.

[8] S.-M. Moosavi-Dezfooli, A. Fawzi, and P. Frossard, “DeepFool: A sim-
ple and accurate method to fool deep neural networks,” in Proc. IEEE
Conf. Comput. Vis. Pattern Recognit., 2016, pp. 2574–2582.

[9] J. Su, D. V. Vargas, and K. Sakurai, “One pixel attack for fooling
deep neural networks,” IEEE Trans. Evol. Comput., vol. 23, no. 5,
pp. 828–841, Oct. 2019.

[10] M. Cisse, Y. Adi, N. Neverova, and J. Keshet, “Houdini: Fooling
deep structured prediction models,” 2017. [Online]. Available:
arXiv:1707.05373

[11] N. Papernot, P. McDaniel, I. J. Goodfellow, S. Jha, Z. B. Celik, and
A. Swami, “Practical black-box attacks against machine learning,” in
Proc. ACM Asia Conf. Comput. Commun. Security, New York, NY, USA,
Apr. 2017, pp. 506–519.

[12] Y. Zhou and D. Feng, “Side-channel attacks: Ten years after its pub-
lication and the impacts on cryptographic module security testing,” in
Proc. IACR Cryptol. ePrint Archive, 2005, p. 388.

[13] C. Szegedy et al., “Intriguing properties of neural networks,” 2013.
[Online]. Available: arXiv:1312.6199

[14] N. Akhtar and A. Mian, “Threat of adversarial attacks on deep learning
in computer vision: A survey,” IEEE Access, vol. 6, pp. 14410–14430,
2018.

[15] I. J. Goodfellow, J. Shlens, and C. Szegedy, “Explaining and harnessing
adversarial examples,” 2014. [Online]. Available: arXiv:1412.6572

[16] P. C. Kocher, “Timing attacks on implementations of Diffie–Hellman,
RSA, DSS, and other systems,” in Proc. Annu. Int. Cryptol. Conf., 1996,
pp. 104–113.

[17] S. B. Ors, F. Gurkaynak, E. Oswald, and B. Preneel, “Power-analysis
attack on an ASIC AES implementation,” in Proc. Int. Conf. Inf. Technol.
Coding Comput. (ITCC), vol. 2, 2004, pp. 546–552.

[18] K. Gandolfi, C. Mourtel, and F. Olivier, “Electromagnetic analy-
sis: Concrete results,” in Proc. Int. Workshop Cryptograph. Hardw.
Embedded Syst., 2001, pp. 251–261.

[19] T. Kasper, D. Oswald, and C. Paar, “Em side-channel attacks on com-
mercial contactless smartcards using low-cost equipment,” in Proc. Int.
Workshop Inf. Security Appl., Aug. 2009, pp. 79–93.

[20] A. Barenghi, G. M. Bertoni, L. Breveglieri, and G. Pelosi, “A fault induc-
tion technique based on voltage underfeeding with application to attacks
against AES and RSA,” J. Syst. Softw., vol. 86, no. 7, pp. 1864–1878,
2013.

[21] A. Hojjati et al., “Leave your phone at the door: Side channels that reveal
factory floor secrets,” in Proc. ACM SIGSAC Conf. Comput. Commun.
Security, 2016, pp. 883–894.

[22] A. Krizhevsky, I. Sutskever, and G. Hinton, “ImageNet classification
with deep convolutional neural networks,” in Proc. Adv. Neural Inf.
Process. Syst., vol. 25, 2012, pp. 1097–1105.

[23] K. Simonyan and A. Zisserman, “Very deep convolutional networks
for large-scale image recognition,” 2014. [Online]. Available:
arXiv:1409.1556

[24] K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for image
recognition,” in Proc. IEEE Conf. Comput. Vis. Pattern Recognit., 2016,
pp. 770–778.

Authorized licensed use limited to: Zhejiang University of Technology. Downloaded on February 02,2021 at 06:03:32 UTC from IEEE Xplore.  Restrictions apply. 

http://dx.doi.org/10.1109/TIM.2020.2992873


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


