IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—II: EXPRESS BRIEFS, VOL. 68, NO. 1, JANUARY 2021

501

Side-Channel Gray-Box Attack for DNNs
Yun Xiang , Yongchao Xu, Yingjie Li , Wen Ma, Qi Xuan , Member, IEEE, and Yi Liu , Member, IEEE

Abstract—Deep neural networks are becoming increasingly
popular. However, they are also vulnerable to adversarial attacks.
The existing attack methods include white-box attack and blackbox attack. The white-box attack assumes full model knowledge
while the black-box one assumes none. In this brief, we propose
a novel attack method between these two. Specifically, we have
made the following contributions: (1) we propose the gray-box
attack, which utilizes the side-channel attack to predict the model
structure based on a pre-trained classifier and (2) we validate
our method on real-world experiments. The experimental results
show that our gray-box attack can significantly outperform the
existing techniques.
Index Terms—Deep neural network, side-channel attack,
adversarial attack.

I. I NTRODUCTION
EEP neural networks (DNNs) are widely used in many
areas, such as image classification, object detection, and
natural language processing [1]–[6] etc. DNNs can achieve
unprecedented performance and even surpass human counterparts. However, the security problems beneath those technologies are becoming more serious. To validate and defend against
those threats, we present a side-channel based adversarial
attack in this brief.
DNNs can be vulnerable. By applying an imperceptible perturbation, DNNs can easily be misled and hence, misclassify.
This causes great security concerns for modern artificial intelligence (AI). The existing adversarial attacks include white-box
attack [7], [8] and black-box attack [9]–[11], respectively.
White-box attack requires the complete knowledge of the target model, including parameter values, network structure, and
training dataset, etc. Unlike white-box attack, black-box attack
assumes that the target model is unknown. Naturally, whitebox attack is more effective and easier to implement. However,
in real-world applications, most AI devices are considered as
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black-box. In general, black-box attack is less effective but
more feasible.
Side-channel attack (SCA) [12] is a widely used tool
to derive internal knowledge via hardware. SCA uses sidechannel information leakage, such as time consumption, power
consumption, and electromagnetic radiation, etc. However, this
method cannot reveal some of the critical parameters, such as
neuron weights, loss functions, and training sets, etc. Thus, we
take advantage of the partial structure knowledge and design
an SCA-based adversarial attack strategy.
In general, this brief presents a gray-box attack based
adversarial examples generation method, where adversarial
examples refer to distorted samples which can undermine
the performances of target model [13]. It is more practical
than white-box and superior to the black-box model. First,
we employ the SCA-based attack to derive the basic network
structure of the target model. Then, the derived network structure is used to train the substitute model. Finally, we use the
trained substitute parameters to create adversarial examples,
which can mislead the target model.
The rest of this brief is organized as follows. Section II
introduces the related works. Section III describes the SCAbased method, Jacobian-based dataset augmentation, and the
fast gradient sign method (FGSM). Section IV discusses the
details of our method. Section V presents the experimental
results. Section VI concludes the work.
II. R ELATED W ORK
The related works can be categorized into three parts,
which are adversarial attacks, SCA, and DNN frameworks,
respectively.
A. Adversarial Attacks
The security problem of DNNs is important [14].
Szegedy et al. [13] demonstrate the concept of adversarial perturbations for DNNs. By applying an imperceptible perturbation, The DNNs may misclassify images.
Goodfellow et al. [15] propose the FGSM algorithm, which
is based on the assumption that linear behavior in highdimensional space causes neural networks susceptible to
adversarial perturbation. Moosavi-Dezfooli et al. [8] propose
the DeepFool algorithm to compute perturbations by assuming
decision boundaries to be linear. Papernot et al. [7] propose
a Jacobian-based saliency map attack algorithm. Unlike the
existing methods, they generate adversarial samples by constructing a mapping from input perturbations to output variations. However, adversarial saliency maps require significant
amount of computing time.
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Many black-box attacks that require no internal knowledge
are also proposed. Cisse et al. [10] propose Houdini, the first
technique to compromise any gradient-based machine learning algorithms by generating adversarial examples tailored for
the task loss. Su et al. [9] utilize differential evolution algorithms to generate adversarial examples. Only one pixel in
the image is changed. Papernot et al. [11] perform real-world
black-box attack. They employ Jacobian-based dataset augmentation algorithm to train the substitute model, which has
decision boundaries similar to those of the target model.
B. Side-Channel Attacks
SCA is an effective tool in the cryptography field. It mainly
includes timing attack [16], power-analysis attack [17], and
electromagnetic attack [18], etc. Kasper et al. [19] use homologous offset to collect the energy information of radio frequency
identification devices. Barenghi et al. [20] implement a lowvoltage attack of advanced encryption standard and asymmetric encryption algorithms in Linux systems. Hojjati et al. [21]
collect and reproduce the actions of the 3D printer and other
devices located nearby using the accelerometer, magnetometer,
and other devices in smart phones.
C. DNN Frameworks
There are several popular and widely used DNN frameworks. For example, Alexnet [22] is considered as the forerunner of deep learning; VGGNet [23] uses smaller convolution
kernel; and ResNet [24] proposes skip-connection, etc. We
validate our technique on mainstream frameworks.
III. P RELIMINARIES
In this section we introduce the basic underlying theories
for our technique.
A. Gray-Box Model
Leaking the structure information, even without specific
parameter values, can be dangerous for DNNs. The powerbased SCA technique can be used to derive the internal
structure of DNNs. It contains more information than blackbox attack, but less than white-box one. Specifically, the power
consumption for the convolution layer Pconv (.), pooling layer
Ppl (.), fully-connected layer Pfc (.), and activation function
layer Pac (.) can be defined using the following equations.
pm LWNCF 2
pa LWNCF 2
+
,
S2
S2
pc CLWF 2
Ppl (C, L, W, S, F) =
,
S2
Pac (C, L, W) = pac αCLW,
Pfc (X, Y) = pm XY + pa XY,

Pconv (C, L, W, S, N, F) =

(1)
(2)
(3)
(4)

where pm , pa , pc , and pac are the power consumed by
multiplication, addition, comparison, and activation function,
respectively; C × L × W is the input size; F × F is the filter
kernel size; S is the filter stride; N is the number of filters;
X is the number of neurons at the first fully-connected layer;
and Y is the number of output neurons.

It is observed that different DNN models consume varying
power due to their different structures. Therefore, the model
structure can be identified based on power traces. This can be
implemented using appropriate machine learning algorithms.
Note that the power consumption varies for different platforms.
However, in this brief we assume that the attacker can have
access to the targeting hardware device, which is true for many
applications. Therefore, the power profile can be created for
each type of device.
B. Black-Box Attack
For black-box attack, we can train a substitute model with
a decision boundary similar to that of the target model. Then
we utilize the substitute model to create adversarial examples.
In that way, the target model can be misled. To perform the
black-box attack, a small number of representative images are
collected first. Then we select the substitute model structure
with the highest attack success rate. Finally, the target model
is used to obtain the prediction label and train the substitute
model.
Jacobian-based dataset augmentation method is typically
used to expand the training set. It is implemented as follows.
Sρ+1 = {x + λ · sign(JF [O(x)] : x ∈ Sρ } ∪ Sρ ,

(5)

where x is the original image, Sρ is the current training set,
Sρ+1 is the new training set, JF [.] is the jacobian matrix of the
substitute model, O(x) is the prediction label of the training
example, sign(.) is the sign function, and λ ∈ (0,1] is a tuning
parameter.
C. Fast Gradient Sign Method
Adversarial examples include the original image and the
corresponding perturbations. It can be defined as x + η, where
η is the perturbation. The FGSM model [15] is a widely
used adversarial examples generating method. It derives an
optimal max-norm constrained perturbation using the following equation.
η=ε · sign(∇x J(θ, x, y)),

(6)

where θ is the parameter of model, y is the target label of the
adversarial example, J(θ, x, y) is the cost function, and ε ∈
(0,1] is a scalar.
IV. G RAY-B OX BASED A DVERSARIAL E XAMPLES
G ENERATION
In this section, we introduce our side-channel based graybox attack method. First, we introduce the underlying assumption of the gray-box attack, which is shown in Figure 1. Then
we describe the proposed algorithm in detail.
A. Network Structure Derivation
To perform the white-box attack, the whole internal AI
information, including network structure, model parameters,
training methods, and training data etc., is required. However,
in real-world applications, AI devices are mostly black-box
devices. Therefore, we rely upon the SCA to derive the
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Fig. 1. The flowchart of gray-box attack algorithm. (a) Obtain the network structure of the target model. (b) Train a substitute model. (c) Create adversarial
examples.

Algorithm 1 Estimation of the Target Model Network
Structure
Input:
voltage U = [u1 , u2 , ..., un ], current I = [i1 , i2 , ..., in ], the
trained classifier D.
Output:
the label y of network structure.
1: Calculate the power data: P = UI = [p1 , p2 , ..., pn ].
2: Calculate the power features:

pmean = 1n ni=1 pi ,
pmedian 
=sort(P)[n/2],
n
2
i=1 (pi −pmean )
.
pstd =
n
3: Feed the power features into the trained classifier D to
obtain a prediction label y.
4: return y.

Algorithm 2 Substitute Model Training
Input:
the target model O, initial training set S0 , substitute model
structure F, parameter λ, the number of training substitute
model epochs e.
Output:
the parameters of substitute model θF .
for ρ ∈ 0, 1, 2, ..., e − 1 do
Use the target model O to get the label O(x), x ∈ Sρ ;
Train the substitute model on the training set Sρ and get
the substitute model parameter θF ;
Obtain a new training set Sρ+1 : Sρ+1 = {x + λ ·
sign(JF [O(x)]):x ∈ Sρ } ∪ Sρ .
end for
return θF

network structures and thus, convert the black-box attack to
the gray-box one.
In practice, AI developers usually design their models
based on the existing, pre-trained, and publicly available
architectures. Then the models are fine-tuned based on their
own training sets. Therefore, by carefully analyzing the
device power features, it is possible to reveal the actual
model architecture. Thus, we use the side-channel based
method to derive the architecture of the models. Note that
the parameters and weights information are still assumed
unknown.
Without loss of generality, we run the public models on the
Raspberry Pi platform and collect the power traces. Then we
calculate the features such as mean, median, and standard deviation, etc. Thus, we derive a power dataset of various models.
This is later labeled and used as the training set. During the
testing phase, the target model is also run on the Raspberry
Pi platform. Then we use the trained classifier to predict the
detailed architecture of the running model. In that way, we
derive the specific network architecture for the gray-box attack.
The specific process is shown in Algorithm 1. For each model,
there are one hundred input power traces. n equals 24. Note
that n is not the number of inputs. It means that we create one
input sample for every 24 measurements.

B. Substitute Model Training
Using SCA, we can derive the network structure of the target model. However, to perform the precise white-box attack,
we also need the parameter values, which cannot be derived
through SCA. Therefore, to generate the adversarial examples,
a substitute model is required. To train the substitute model, we
assume the same network structure as the target model. Thus,
the performance of the substitute model can be significantly
improved compared with the black-box attack.
During the process of generating the substitute model,
the specific parameters, i.e., weights and biases, are derived.
First we apply the Jacobian-based dataset augmentation algorithm [11]. It can reduce the number of model access by orders
of magnitude. Then we train the substitute model with the
help of the target device. The pseudo code of the training process is shown in Algorithm 2. Based on the application of
the target model, we first create the training set by randomly
selecting 150 samples from the dataset. Note that our system
is based on the black-box attack model, which assumes no
prior knowledge about the training set of the target model.
Therefore, this training set is not required to be identical to
that of the target model. Then the target device is used to
generate labels for the training set. The training set samples
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TABLE I
N ETWORK F RAMEWORK S TRUCTURE

Fig. 2.

The flowchart of creating adversarial examples using FGSM.

are fed into the target device in sequence and the corresponding labels can be derived. Thus, by combining the training set
and the prediction labels, we can train a substitute model with
the identical network architecture of the target model. Based
on equation (5), we can derive a new and expanded dataset,
which is used to train the substitute model.
C. Adversarial Examples Creating
After the substitute model is derived, we proceed to generate
the adversarial examples. Without loss of generality, we use
the FGSM model [15]. The flowchart of generating adversarial
examples is shown in Figure 2. The added perturbation can
be calculated as follows.
ηg = ε · sign(∇x J(θg , x, y)),

(7)

where ε is the input parameter which controls the magnitude
of disturbance, ηg is the perturbation of substitute model, θg
is the parameter of the substitute model, and J(θg , x, y) is the
cost function. Thus, by generating the adversarial examples,
we complete our gray-box attack.
In general, our gray-box attack uses the parameters of the
substitute model to create adversarial examples and calculate
the perturbation based on equation (7). Since the gray-box
attack utilizes more internal information than the black-box
one, the decision boundary of the trained gray-box substitute
model is closer to the target model. Therefore, it is more effective than the black-box attack and meanwhile more realistic
than the white-box attack.
V. E XPERIMENTAL R ESULTS
In this section we present the experimental results which
validate our technique.
A. Experimental Setup
We design our experiments based on the MNIST_fashion
dataset. During the experiment, we utilize five popular
networks, which are InceptionV3, Alexnet, MobilenetV1,
MobilenetV2, and Resnet, respectively. Those networks are
the attack targets. They are pre-optimized and the classification accuracies are all above 95%. The details of these models
are shown in Table 1. The dataset size is 19,050; the learning
algorithm is Adam; the number of epochs is 50; the learning rate is 0.001; and the batch size is 50. We evaluate the
performance on a machine with an NVIDIA RTX 2060 GPU.

Fig. 3.

Classification results of five networks by SVM.

B. Side-Channel Based Attack
To reveal the internal structure of the networks, we set
up an experiment platform including a Raspberry Pi device
and a data acquisition card. The five testing networks are run
on the platform separately. Same group of pictures are fed
into the networks. The average, median, and variance of the
power consumption are calculated. Then we use the support
vector machine (SVM) method with the radial basis function
kernel to classify the specific networks. As shown in Figure 3,
the average classification accuracy is 90.8%. The variations
of power traces between different network architectures are
significant. We have also tried other classification methods,
such as random forest, k-nearest neighbors, and decision tree.
The classification accuracies are all above 90%. Note that
we are describing a general method that can be easily modified to work across many platforms. For example, we have
performed similar experiments on Jetson Nano and RK3399
pro platforms. The classification accuracies reach 94.7% and
91.8%, respectively. There are many more architectures in
the real-world applications. However, the main purpose of
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more practical than white-box attack and more effective than
black-box attack. For the future work, we shall consider more
diverse DNN architectures.
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Fig. 4.

The attack success rate with varying attack intensities.
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